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 Mobile App security sucks
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 25% of apps tested had serious vulnerabilities

 More popular apps are more likely to have flaws

 Newer versions are frequently more vulnerable than old 
versions due to introduction of new features
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Malicious AppsMalicious Apps

 And some apps are just evil on purpose…

 “McAfee Labs detected over 16 million mobile malware 
infestations in the third quarter of 2017 alone, nearly 
doubling the number we saw a year earlier.”

 -McAfee Mobile Threat Report Q1, 2018
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 Even the best aren’t perfect
 Vincent Tan released an examination of a leading 

Enterprise Mobile Security solution in which he was able 
to defeat most of its security controls at Black Hat 2016

 Similar evisceration of Samsung Knox in 2016 as well

 https://www.blackhat.com/us-16/briefings.html#bad-for-enterprise-attacking-byod-enterprise-mobile-security-solutions
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Use MDM/EMMUse MDM/EMM

 Evaluate multiple vendors

 Choose best for your needs

 “Secure” containers are an extra layer of defense

 Enforce as much security on devices as you can

 Centralize authentication and entry points

 Feed logs into your SIEM
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 Use threat intelligence feeds like OTX

 IDS signatures (Snort/Suricata)

 Run anomalies to ground (Bro, pcap)

 Increase monitoring on network intersections

 Application-aware firewalls with IPS and anti-malware to 
detect and block offenders
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